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Directive 2006/24/EC

• Telcos must retain 6-24 months:

– IP address

– Mail traffic data

– Phone call data

– Location data

• for everybody

• In case it may be needed later…



500 Mio suspects in Europe



Just Traffic Data?

• Traffic data allow to reveal who are your colleagues, 
acquaintances and friends in 90% of the cases.

• Traffic data allow to predict if you will meet a person in 
the next 12 hours in 90% of the cases.

• Traffic data of the last month allow to predict where you
will be in the next 12 hours in 95% of all cases.

• Traffic data allow a prediction of your activities within
the next 12 hours in 80% of the cases.

Source: 

Nathan Eagle et al, Massachusetts Institute of Technology (MIT), 

Relationship Inference, http://reality.media.mit.edu/dyads.php





Access?

• for fighting „serious crime“

– no common EU definition yet

• no rules on judge approval etc.

– in some EU countries, police can just do it

• no rules on how & where to store data

– central databases in several EU countries



Implementation





Case Law

• Supreme Court Rulings in
– Germany

– Czech Republic

– Bulgaria

– Cyprus

– Romania

• Pending
– Hungary, Poland, Ireland, …



„absolute cumulative limit“



“continuous limitation of privacy [...] 

makes the essence of the right disappear.”



Evaluation



Mistakes by EU Commission 

and Member States

• Wrong questions
– „useful?“ - not „strictly necessary?“

• Wrong data
– too late and only partial

– anecdotal evidence & wrong cases

– statistics on access, not crime clearances

– no evaluation of countries w/o data retention

• Political conclusion way too early



„data retention is here to stay“, December 2010













Main Problem

„Reliable quantitative and qualitative data 

are crucial in demonstrating the necessity

and value of security measures such as 
data retention. (…) 

It has not been possible to meet this

objective“

Commission evaluation report, p. 19



Status Update: Commission



Next Steps

• Impact assessment on options:

– stricter harmonisation

• shorter retention periods / clear rules on access

– abolish directive / make it optional

• national laws not mandatory / need upper limits?

– alternatives: quick freeze

• legislative proposal from Commission

– expected in 2012



For the number nerds














